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Zawodowo inzynier systemow wbudowanych i analityk podatnosci.

Nie zajmuje sie zawodowo radiokomunikacjg. Jest to wytacznie hobby.
Uwagi do moich obserwacji/wnioskow mile widziane.

Pytania najlepiej zadawac¢ w trakcie prezentaciji.

CzescC rzeczy jest omowione ogolnie ze wzgledu na ograniczenia czasowe.



Czemu radio?

Bo mozna.

Radiokomunikacja to ciekawy kawat wiedzy
technicznej.

Mozna dorabiac ,interfejsy” do taniej elektroniki
radiowe].

Bo SDR jest wzglednie tani.
Bo mozna.



Pogoda za oknem

(<10z}) modut radiowy na 433,92MHz

ESP8266 + tani

Czas ostatniego pomiaru: 2025-02-05 20:40:05+01:00
Temperatura: 1.8°C

Wilgotnosé: 92%

Bateria: OK

Ostatnia doba

[ Temperatura [ Wilgotnose

100

Ostatni tydzien

: Temperatura : Wilgotnosé

100




Cel

Stworzenie programowego odbiornika do pilota od
taniego alarmu.

Nauka GNU Radio.

Pilot sterowat alarmem w starym Seicento (niech mu
korozja lekkag bedzie [*]).

Transmisja radiowa na bazie uktadu scalonego
PT2262.






PT2262

FEATURES

DESCRIPTION

PT2262 is a remote control encoder paired with
PT2272 utilizing CMOS Technology. It encodes data
and address pins into a serial coded waveform suitable
for RF or IR modulation. PT2262 has a maximum of 12
bits of tri-state address pins providing up to 531,441 (or
312) address codes; thereby, drastically reducing any
code collision and unauthorized code scanning
possibilities.

APPLICATIONS

Car Security System

Garage Door Controller

Remote Control Fan

Home Security/Automation System
Remote Control Toys

Remote Control for Industrial Use

1 Brak kodéw dynamicznych

* & = @ 9o @

CMOS Technology

Low Power Consumption

Very High Noise Immunity

Up to 12 Tri-State Code Address Pins

Up to 6 Data Pins

Wide Range of Operating Voltage: Vcc = 4 ~ 15V
Single Resistor Oscillator

Latch or Momentary Output Type

Available in DIP and SOP



PT2262 - transmisja

Trojstanowa logika —

CODE BITS

A Code Bit is the basic component of the encoded waveform, and can be classified as either an AD (Address/Data) Bit or
a SYNC (Synchronous) Bit.

ADDRESS/DATA (AD) BIT WAVEFORM

An AD Bit can be designated as Bit “0”, “1” or “f" if it is in low, high or floating state respectively. One bit waveform
consists of 2 pulse cycles. Each pulse cycle has 16 oscillating time periods. For further details, please refer to the
diagram below:

|
I 1 bit= 320 »
Bit"0" J | |
—"I 4a |
Bit"1" _J |
e
12a da I
Bit*f* |—|
Floletlling J I—

where: a = Oscillating Clock Period

SYNCHRONOUS (SYNC.) BIT WAVEFORM

The Synchronous Bit Waveform is 4 bits long with 1/8 bit width pulse. Please refer to the diagram below:

—]  —  1/8bitwidth = 40

|<7 4 bits width = 128« mr—————

Note: 1 bit = 32a




PT2262 - transmisja

A0 | A1 |A2 |A3 | A4 | A5 | A6/D5 | A7/D4 | A8/D3 | A9/D2 | A10/D1 | A11/D0 | SYNC. Bit
< >

One Complete Code Word

OData: A0 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11 Sync Bit W,
2 Data O AT A2 A3 A4 AS AG AT A8 A9 D1 DO Syner 0] B
ata ync.Bi
3 Data A0 A1 A2 A3 A4 A5 A6 A7 A8 D2 D1 DO Sync.Bit i Eg 17%’ DO
4 Data A0 A1 A2 A3 A4 A5 A6 A7 D3 D2 D1 DO Sync.Bit AL 161 10SC2
5 Data A0 A1 A2 A3 A4 A5 A6 D4 D3 D2 D1 DO Sync.Bit A3 L4 15[ 1 0SC1
6 Data A0 A1 A2 A3 A4 A5 D5 D4 D3 D2 D1 DO Sync.Bit A4 []5 141 /TE
A5[]6 13[ 1 A11/D0O
A6/D5 []7 121 A10/D1
A7/D4[]8 11__] A9/D2
vss []9 10| ] A8/D3
PT2262

PT2262-S18



Programowanle pllota

Kod pilota:
| 0212002010xx




Programowanie pilota

Encoder OSC Frequency Decoder OSC Frequency
WeTT 1T T[T 111113 WO EFTT T[T T T[T I13
- III -I---:R=510K E { | | ! =
E e .1 R=1M ~ s RTT— 1 R=100K
- -~ R=2M - —
e e omoeim e e s e m o e R=240K
W cm—m—————————— — R=33M (KHz) 100 |— —
E smbsFETES AR 9 R=47TM = e ——————— — — 4 R=510K
(KHz) |- - — A
= o = R T LR 1 R=1M
e =1 10 |~ - A B N iy - R=2M
L e b b b Ll T T
3 6 9 12 15 3 6 9 12 15
Voltage(V) Voltage(V)
Suggested oscillator resistor values are shown below.
PT2262 PT2272
4.7 M 820 K*
3.3 M 680 K*
1.2M 200 K**

Note:
* -- Operates when PT2272's Vcc=5V to 15V
** -- Operates when PT2272's Vcc=3V to 15V



Nagranie transmisjl

W wiekszosci wypadkdow domowe urzadzenia radiowe korzystajg z
pasm ISM (Industrial, Scientific, Medical), ktore sag
nielicencjonowane.

Typowe czestotliwoSci:
e 315MHz

e 433,92MHz

* 8368MHz

* 2,4GHz



Nagranie transmisjl

Universal Radio Hacker (URH) - https://github.com/jopohl/urh

3! Complex Signal ® e

arm2-HackRF-20241026_181202-315N
NOiSE: D’DUSS : h h h—mh_h—h h h h h

Center: 0,0000 -
Samples/Symbol: | 2200 =
Error tolerance: 100 =
Modulation: ASK - | |
Bits/Symbal: 1 “| 4| 0 selected I 0,00 ns I oo dBm
SIS 0 L | | 1000100010001110111011101000111010001000100010001000111010001000111011101000100211101110100010001 [Pause: 67602 samples]
1000100010001110111011101000111010001000100010001000111010001000111011101000100011101110100010001 [Pause: 67102 samples]
Signal view: Demodulated ~ | | 1000102010001110111011101002111010001000100210001200111010001000111011101020109011101110100010001 [Pause: 66968 samples]

1200100010021110111011191202111910001000100010001000111010001000111011101000100011101110100010001 [Pause: 656895 samples]
V| Showdataas | Bits « | | 1800100010001110111011101200111210001000100010001200111010001000111011101000100011101110100010001 [Pause: 66856 samples]


https://github.com/jopohl/urh

Stowo 0 zapisie

*.complex16s — surowy zapis danych z SDR.

W praktyce binarny zapis liczb zespolonych: | (czesc
rzeczywista) i Q (czesc urojona).

Wiecej o prébkowaniu 1Q
https://pysdr.org/content/sampling.html

Upewnijcie sie jak wg tworcow danej aplikacji wyglada
dwubajtowa probka 1Q.


https://pysdr.org/content/sampling.html

U R H . 3.1 Importing a signal

Apart from recording, a signal can be added to Interpretation tab via File » Open. File end-
ing determines how URH handles the signal. URH understands these file endings:

+ . complex files with complex64 samples (32 Bit float for I and Q, respectively). This is
the default signal file format and will also be used in case the file has no ending at all.

+ .complexl6u using two unsigned 8 Bit integers for I and Q
+ .complex16s using two signed 8 Bit integers for I and Q
+ .wav files can be imported, but must not be compressed, i.e., they should be PCM.

+ .csv e.g. from USB oscilloscope can be imported using a CSV wizard available with
File > Import > IQ samples from csv.

GNU Radio:

Complex samples stored as interleaved 16-bit integers:

[ T sample @: 16 bit int ][ Q sample @: 16 bit int ][ I sample 1: 16 bit int ][ Q sample 1: 16 bit int ][ I samp.



Dekodowanie

—f f—
osc _ ML UULUUUUARLAUUUUL
|« 1 bit=32a >
» Bit 0 — 10001000 Bit"0" _{ - e
e Bit1—11101110
e Bit f (2) — 10001110 Bit"1" |
) 12 4a

Bit"f" I
Floating

where: a = Oscillating Clock Period




GNU Radio

Program do DSP (nie tylko SDR).
Nie bierze jencow ;_;
Nierowny poziom dokumentaciji.

Nawet jezelil jest dokumentacja, to moze
zakladac, ze znacie teorie z DSP i nie bedzie |e]
ttumaczyc.



—
BB @ & X b B SCc me
Options Variable QT GUI Ra
nge
Title: Not titled yet ID: samp rate 10: trans width QT GUI Range Variable
et i DTt Yahuy: S00 ::f::f :a.::e 100k ;mlspi‘m
p QT GUl Start: 0 bl 3 falue:
e Stop: 100k Stop: 3M Przy probkowaniu 2MS/s:
Step: 1k 4alfa = 440 sampli
ID: fre Stead
H1req 1 symbol = 32alfa
Value: 315M
File Source Pilot cheetah 220
File: ... MSps-2MHz.complexiés IChar To Complex Throttle Nowy pilot 442
¥
:;:e::;:; e key') @ E Scale Factor: 128 E Sample Rate: ZM
% G pmt... Vector Input: No Limit: None
Length: 0

Simple Squelch
Threshold (dB): -40
Alpha: 1

Soapy HackRF Source
‘cmd| Sample Rate: 21
Center Freq (Hz)k 315M

Remove DC Spike

QT GUI Waterfall Sink
FFT Size: 1024

Center Frequency (Hz) 0
Bandwidth (Hz): 100k

<< Welcome to GNU Radio Companion 3.10.9.2 === D value
llock paths: Imports
fusr/share/gnuradio/gro/blocks “ Variables
I ——

Qa Q)

QT GUI Range
1D: loop_bandwidth
Default Value: 45m
Start: 0
Stop: 44
Step: 10m

Reference: 1
Gain: 1

Max Gain: 65.536k

P B ¢ » | & PP ©
QT GUI Range QT GUI Range QTGI.III Range
10: it gain 1D: vga_gain 1D: damping_factor
= Default Value: 16 Default Value: 1
Default Value: 24
e Start: 0 Start: 0
Sa0pe 40 Stop: 62 Stop: 1.5
Step: 1 Step: 1 Step: 10m
AGC
Rate: 100u

Threshold
Low: 600m
High: 1.5
Initial State: 0

QT GUI Time Sink
MName: Analog

MNumber of Points: 1.024k
Sample Rate: 2M
Autoscale: No

Interpolating Res:

~ Core

» Audio

W

Boolean Operators
Byte Operators
Channel Models
Channelizers

Coding

Sym
Timing Error Dete:
Samples per Symk
Expected TED Gain
Loop Bandwidth: <
Damping Factor: 1
Maximum Deviati
Output Samples/S

Control Port
Debug Tools
Deprecated
Digital Television
Equalizers

Error Coding
File Operators
Filters

Fourier Analysis
GUI Widgets
Impairment Models
Industrial 1I/0

Instrumentation

1Q Correction

Level Controllers
Math Operators
Measurement Tools
Message Tools

Misc

Modulators

Networking Tools

R T Y Y Y Y A Y e R s

OFDM
Packet Operators
PDU Tools
i+ Peak Detectors
+

Resamplers



Variable
ID: samp_rate
Value: 2M

Variable
ID: freq
Value: 315M

g- Properties: Variable

General Advanced Documentation
D samp_rate

Value 2eb

mienne

& Properties: Throttle

General Advanced Documentation

Type complex ~
Sample Rate samp_rate
Vector Length 1
Ignore rx_rate tag True
v AW Limit MNone b

" OK

© Anuluj

L

[real]
[int]

[bool]



QT GUI Range
ID: if_gain
Default Value: 24
Start: 0
Stope 40
Step: 1

QT GUI Range
ID: vga_gain
Default Value: 16
Start: 0
Stop: 62
Step: 1

Wizualizacja

} Not titled yet i

T . T et S e e Pt 16,0

<>

<>

'loop_bandwidth' C:I’llHIHHIHIIHIHIHIIIHIHIIHIHIHHIHIHIIHIHIIIHIHIIHIHIHIIIHII\IIHIHIIIHIHIIHIHIHIIIHIHIIHIHIIIIIHHHIIHIIIIIIIIHHIHIHIIIIIHIIHIIHIIIIIHIIHIHIIHIIIIIHIIHH |0'0450

if_gain' 5 T T T T

£

I T T T T T T S S O s I R

<>

‘damping factor’ IIIHIIHIII\III\IIIHII\IIIIIIII\III\IIHIII\IIIIIIIHIIHIII\III\IIIHII\III\IIIIIIII\IIHIII\IIIl‘r’ilHIIHIIHIIIIIIIHII\III\IIIIIIII\IIHIII\IIIII |1,0000

~
AR AR AR R AR AR A R A R A AR R R 1000007

'bandwith"

<>

rlr":msfwlidmlC:'.I\IIII\I\II\I\IIII\I\II\I\IIII\I\II\I\IIII\I\II\III\II\I\IIIIII\II\I\IIIIII\IHI\IIIIII\IHI\IIIIII\ |500
2.00e+01

1.50e+01

1.00e+01

Time (s)

5.00e+00

00et00 o T T T T T T T T T
-40.00 -20.00 0.00 20.00 40.00
Frequency (kHz)
Analog Axes
15 W Po AGC || Autoscale
| ® PoThreshold | || Grid
1 Axis Labels
0,5 -
§ J
E 0 Trigger
E
7 Free v
q 63|
.
4 | SR - G,




Zrédio sygnatu - plik

File Source
File: ...MSps-2MHz.complex16s

R Y IChar Te Complex Throttle
epeal: Tes
Adﬂpebegl:tag xample_k H Scale Factor: 128 H Sample Rate: 21 -—
s example_key
Vector Input: Mo Limit: None
Offset: 0 pu

Length: 0

* File source — Sciezka do pliku, informacje o strukturze, opcjonalne tagowanie itd.

* IChar To Complex — Konwersja probek 1Q na potok danych zmiennoprzecinkowych.
* Throttle — Ograniczenie czestotliwosci prébkowania.



Vd

Zrodto sygnatu - SDR

Simple Squelch

Threshold (B 40 |BII—"

Soapy HackRF Source Alpha: 1

cra| Sample Rate: 2M H Remove DC Spike

Center Freq (Hz) 315M

* Soapy HackRF Source — Wykorzystaj API Soapy do komunikacji z SDR
https://github.com/pothosware/SoapySDR

« Remove DC Spike — Usuwa zakitocenia majace charakter napiecia statego (DC)
« Simple Squelch — Wyciszanie szumow i zakiécen.


https://github.com/pothosware/SoapySDR

Relative Gain (dB)

-100

-120

-140

MQWWWWWWWWNW

- DCSp|ke

e R I i
-15.00 -10.00 -3.00

—— ;
0.00 5.00

Frequency (kHz)

—
10.00

) T
15.00



Odzyskiwanie symboli

Threshold
3 Low: 600m
High: 1.5
Initial State: 0

Complex to Mag

AGC
Rate: 100u

/-b'. Reference: 1

Gain: 1
Max Gain: 65.536k

AGC - Automatyczna kontrola wzmocnienia.

Symbol Sync
Timing Error Detector: Mueller and Muller
Samples per Symbol: 440
Expected TED Gain: 1

n| Loop Bandwidth: 45m

Damping Factor: 1

Maximum Deviation: 1.5

Output Samples/Symbaol: 1

Interpolating Resampler: MMSE, 8 tap FIR

I

Complex to Mag — Obliczanie modutu liczby zespolonej. W praktyce: VI°+Q*

Threshold — Ustawianie progu sygnatu.

Symbol Sync — Synchronizacja symboli. Pozwala okresli¢ poczatek i koniec danego

symbolu z uwzglednieniem przesuniec¢ czasowych i zmianie dtugosci. Stowo klucz: TED
(Timing Error Detector).



Koncowe przetwarzanie

Mull Sink

Threshold

ml Low: 400m
/’E‘ High: 500m
Initial State: 0

Add Const
Constant: .100m [ '

Add Const — Dodaj (odejmij) statg do sygnatu.

Binary Slicer - Zamiana sygnatu analogowego na pojedyncze bity. WartoSci wejSciowe
ponizej zera sg konwertowane na bity o wartosci O.

Pack symbols — Skrypt Pythona pakujacy pojedyncze bity do symboli.

PT2262 Decoder — Skrypt Pythona. Parsowanie symboli.



Podstawowe zasady:

Wasz blok (skrypt) dziata caty
czas podobnie jak inne bloki.

__Init__ jest wykonywany tylko

raz, przy starcie przetwarzania.
work jest wykonywany zawsze
gdy pojawig sie howe dane.
Uzywajcie NumPy gdzie tylko
mozecie (zwtaszcza zamiast
petli).

GNU Radio daje wam gotowe
bufory na dane wejsciowe
(input_items) i dane wyjsciowe
(output_items).

Rozmiary tych buforéw moga by¢
rézne przy kazdym uruchomieniu
work.

Funkcja print moze skutecznie
zawiesic caty graf.

Wia

1

sne skrypty

ort numpy as np
from gnuradio import gr

class blk(gr.sync_block]}:

def __init__(self, example_param=1.0}:

gr.sync_block.__init__(
self,
name="'Embedded Python Block',
in_sig=[np.complex64],
out_sig=[np.complex64]

)

self.example_param = example_param

def work(self, input_items, output_items):

output_items[0][:] input_items[0] *#
return len(output_items[0])

self.example_param



Demo



Pilot kompatybilny z PT2262...

...ale w srodku zamiast PT2262 siedzi SC2262.
Wg dokumentacji uktad jest w petni kompatybilny...
...chyba, ze jednak nie.




B [ J |

Inny pilot

44003

| S——

~550ps

1 bit=32c
Bit"0" = A P
Bit"1" J | | |
e —|
12a 4a
Bit"f" I |
Flolating I ‘7

where: a = Oscillating Clock Period



Co dale]
Dalsze uzupetnianie brakow wiedzy
teoretyczne).
Poprawa kompatybilnosci z dwoma pilotami.
Stworzenie aplikacji niezaleznej od GNU Radio.

ByC moze LuaRadio https://luaradio.io/


https://luaradio.io/

Pytania?
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